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Facts on voting in Norway
• 3.600.000 in electoral roll
• 78,2% turnout in 2013 parliament election
• Election period 4 years
• Complex ballot (A preferential list system 

where voters can choose one or more 
candidates across multiple lists.)

• 25 days advance voting period (Internet and 
paper)

• Voters can cast multiple electronic votes, and 
cancel them by voting on paper 
(both in advance and on election day)
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What do we use of NVT in Norway?

In 2015 (no VVPT)
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A quick overview of the solution
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E-voting system

Return code

- Log on
- Submit 
vote

Polling card
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Evote  project timeline

2005: Feasibility study
2007: Parliament approval
2008: Project starts
2010: Internet voting tested in 10 referenda
2011: Local and regional election 

Internet pilot in 10 municipalities 
168.000 eligible voters (4,5% of population)  

2013: Parliament election 
Internet pilot in 12 municipalities 
250.000 eligible voters (7%)
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Participating 
municipalities 
in the 2013 Internet 
voting pilot

Electorate 250.000
(7% of population)
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Changes to the EMB’s role in 
Norway

• Previously all election ICTs used in Norway 
were provided by private vendors

• From 2013 All 428 municipalities in Norway 
used  election ICT systems  owned and 
operated by the EMB

• Previously the EMB was only responsible for 
the legal framework for elections

• From 2013 the EMB  is also responsible for 
implementation, operations and maintenance 
of the all election ICT systems used in Norway
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Internet voting:

A solution in search
of a problem?
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Why introduce electronic voting

• A decade of international experience has 
shown us that electronic voting does not affect 
turnout in any way

• Internet voting makes it possible to vote 
remotely for groups, who for various reasons 
find it hard to access polling stations
• ex-pats
• Disabled

• A quick and correct count
• Reduce cost
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Why vote on paper?
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You may think paper is perfect…

• Mistakes are made in counting and reporting
• Interpreting voter intent is not always 

straightforward
• Mailed Paper votes gets lost

• 5% of votes mailed from outside of your 
municipality on last day of advance voting where 
lost 

• 4% of mailed votes from abroad arrived to late 
• In comparison, exactly zero e-votes were 

lost 
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Premises for the Norwegian 
solution

• Voting from standard computers –
no extra equipment needed

• Use of existing authentication 
infrastructure (IDporten)

• A government owned and operated 
system

• Full transparency of process and 
solution
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Why is Internet voting possible 
in Norway? (2)

• Economical and academic resources to 
implement a secure Internet voting solution

• Widely available strong authentication 
mechanisms

• 98% have access to Internet from home
• Public services are commonly available online
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Why is Internet voting possible 
in Norway? (1)

• Legislation for piloting different voting 
methods is in place

• Very high trust in central election 
administration and elections in general

• Relatively low level of political conflict
• No history of electoral fraud
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The promise of verifiable e-voting

• Mathematical certainty that a submitted 
vote will be counted correctly

Voter

intended countedcast stored

Election result

Return 
codes Mathematical proofs
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Why verifiability?

• Return codes makes attacks on voter pc’s 
detectable
• and voters appreciate feedback that the vote 

was successfully cast 

• Verifiability builds trust among stakeholders
• Academia will never trust a non-verifiable 

electronic voting system!

• Mathematical proofs of correct counting gives 
the EMB confidence that the system is 
working correctly
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So how did it go?

2011: 28001 voters logged on and voted
• 73% of advance votes were cast over the Internet
• 16% of total votes

2013: 70622 voters logged on and voted
• 76% of advance votes cast over the Internet
• 28% of total votes
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Data from 12 internet municipalities (250.000 possible voters):



Norwegian Internet voting challenges

Secrecy of the ballot is an absolute requirement

• The only real controversy has been the 
possibility of coercion / family voting in 
uncontrolled environment

• The Conservative Party introduced a 
parliamentary motion to stop remote Internet 
voting in November 2010

• Again Conservative Party voted against internt 
voting in 2013 (they are now in power after 
winning the election)

• A programming error resulted weak Encryption 
of 40.000 ballots (corrected during election)
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What we believe we’ve achieved 
in Norway

New approach to transparency
• A fully open source  system

(you must be very clear in procurement process)
• End-to-end verification of entire vote life cycle, 

including voter verification by using return codes
• Near independence of client side (in)security
• Auditing combined with voter observation  of 

return code replaces the observer in the polling 
station
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Lessons learned…

• This really takes a lot of time to implement.
• High security means it’s time consuming to 

test, and there are a lot of special cases to 
test.

• Work closely with the vendor, but make 
sure skills are transferred to the EMB
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Why not poll site e-voting in 
Norway?

• Low frequency of elections means that tailor-
made voting machines will be seldomly used

• Cost is much higher than internet voting
• Risk of hacking might be greater in poll 

stations than on voter’s own PC (!)
• However: cost/benefit might still be positive. 

Further pilots are planned for 2015
• The Parliament will decide…..
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Conclusions on e-voting

• If there is a lack of public trust in the EMB, e-
voting is probably not the way to go

• Internet voting from home is cost-efficient 
but requires good public infrastructure

• e-voting in polling stations can improve 
transparency if implemented correctly

• You need at least 3-4 years from idea to 
pilot. Academia must be involved at an early 
stage.
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More info:     http://evote.stat.no
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System demonstration
(If time)
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Hi, Erik Vik.

Your vote in the 
parliamentary election was 
received at 7/9-2013: 
12:18.

The party/ group you voted 
for has return code 1758. 

You deleted 7 candidates 
and made 1 re-numberings. 

Please check the return 
code against your poll card. 
Call 800 38 254 if the 
return codes do not match.



Revised conceptual model for 2013

Return 
Code 
Generator

Vote 
Collection 
Server

Voting 
client

Internet

SMS cast-as-intended 
verification

Mix and 
count

Air gap

M of N key 
shares

Voter Admnistrative 
system

Distribution of secrets

Public bulletin 
board Hashed cryptotexts
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From OSCE handbook for observation of NVT Annex B: 
Master Checklist:
Norway have considered and evaluated all questions, 
here are some:

• Has the NVT system been certified in a transparent process by a 
qualifie independent body, under both national legislation and 
international good practice?

• To what extent are voters, election administrators and observers
capable of understanding and using the system? What skills are 
needed to make them educated users? What kind of training or 
voter education could build these skills?

• Do international observers have full access to the process and to 
documentation, including certification, testing, verification and audit 
reports?

• Is a voter-verifiable paper record produced in order to ensure that 
the voter’s choice has been recorded accurately and to create the 
possibility for observers without technical expertise to observe a re-
count? If not, what measures ensure universal, end-to-end 
verifiability of the results?
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